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OVERVIEW

The operation of modern power grids is increasingly challenged by the massive integration of volatile renewable
energy as well as high-impact events such as natural disasters and cyber-attacks. The conventional rule-based
operational paradigm is no longer a viable solution, and real-time situational awareness must be obtained from
massive and heterogeneous sensor data streams to support intelligent decision-making and control. This talk will
address two main pillars of the situational awareness required by a resilient and renewable power grid of the
future. 1) Physics-informed adaptive data fusion for reliable interpretation of heterogeneous and imperfect data.
Key methodologies allowing for the integration of grid physics with sensor data will be presented, including
adaptive state estimation under unknown measurement error statistics, cyber-physically discriminative anomaly
detection, and deep-learning-based forecasting of distributed renewable energy and load. 2) Resilient cyber-
physical infrastructure for timely, economical, and uninterrupted data collection and transfer. Novel concepts for
enhancing resilient data delivery will be introduced, including cross-domain sensor network planning for pre-
disaster hardening, observability-aware network routing for peri-disaster adaptation, and observability-oriented
network restoration for post-disaster recovery. Extensive case studies will be presented to demonstrate the
proposed concepts and methodologies.
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